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Abstract:  
Future internet will be formed with IPv6 protocol which can connect 2 smart objects and networks with traditional computers. 
This terminology is called as Internet of Things (IoT). IoT is formed by devices constrained in terms of battery power, processing, 
memory etc. For functionality of these devices a low power networking protocol is required and this requirement is solved by 
6LoWPAN (IPv6 Low Power Wireless Private Area Network) protocol. This protocol takes care of compatibility between IPv6 
and IEEE 802.15.4 protocols. 6LoWPAN uses an adaption layer between the network (IPv6) and data link layer (IEEE 802.15.4 
MAC) to fragment and reassemble IPv6 packets. The routing in 6LoWPAN is primarily divided on the basis of routing decision 
taken on adaption layer... In IoT devices are connected to internet through the router which is known as 6LoWPAN Border Router 
(6LBR). 6LBR acts as a gateway in IoT which connects 6loWPAN devices to internet. In this paper we will discuss details of 
6LBR and its implementation in open source operating system Contiki and Coola Simulator. 
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1.   INTRODUCTION 
 
Initially the concept of IoT was came from the idea that the 
Internet. Protocol could and should be applied to non-living 
and even the smallest of devices. IoT devices generally refer 
to the resource-constrained devices (power and memory). IoT 
end nodes can be identified uniquely with IPv6address. End 
devices (Sensors) gather real time data and sends to the 
required application, the transmitted data of IPv6 packets size 
is 1280Bytes. [1] Whereas 802.15.4 wireless frame size is 127 
bytes. IPv6 is resource full protocol so to make fit large size 
packets it requires an adaptation layer.  
 
This requires broadcasting of IPv6 packets over LoWPAN and 
is called 6LoWPAN. 6LoWPAN adaptation layer a resource 
constraint in terms of packet size, device memory, 
transmission range, data rate of sensor nodes and the nodes in 
6LoWPAN are mostly battery operated hence minimum power 
consumption is also a one of the major constraint 6LoWPAN 
is an acronym for IPv6 over a Low Power Wireless Personal 
Area Network, this 6LoWPAN stack implemented and 
maintaining by IETF [International Engineering Task Force] 
to provides routes between Low powered IoT nodes and the 
Ethernet.  
 
Routing Protocol for Low Power and Lossy Networks (RPL) 
in 6LoWPAN supports internet protocol routing. This 
adaptation layer was set between data link layer and network 
layer. The main functionalities of this layer are IPv6 packets 
header compression, fragmentation and re-assembling of 
packets. At Present RPL, sensor nodes of IoT are 
communicating with internet through 6LoWPAN Border 
Router. With Contiki OS and CETIC-6LBR, we proposed a 
6LoWPAN Border Router (6LBR) for IoT Devices using 
embed platform Raspberry Pi.[2] 
 
1.1. General Architecture and Working of 6LBR 

 

6LBR Architecture has shown in the below fig 1. Working of 
the 6LBR architecture has explained below. 

 
Figure.1. Block diagram of 6LBR. 

 
6LBR is attached with slip radio, here slip-radio creates tunnel 
for wireless transmission of data from IPv6 end devices to 
6LBR, data from Ethernet to nodes are transferred via 6LBR 
and which accountable for translating 6LoWPAN to IPv6 and 
vice versa. 6LBR architecture IPv6 protocol also included for 
assigning unique IP addresses to the nodes, RPL protocol is 
distance vector routing protocol, popularly used in power 
constrained devices routing. RPL assigns ranks to the nodes 
based on end devices distance from the border router, node 
which is of 1st rank nearer to the border router and so on. 
6LBR also supports NAT64 (Network Address Translation 
from IPv6 to IPv4) for internet interoperability with node. 
6LBR has in built web server with user interfacing .Based on 
the IPv6 address prefix packet filter can done so that end 
devices can identify its 6LBR network among different 6LBR 
networks. 
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1.2. Importance of 6LBR 

Now we are living in a time where a third wave is in its 
infancy. Something which was glamorized in Science-
Fictions. That third wave is called as Internet of things. We 
can have any possible thing on Internet with this technology. 
And they will take part in decision making. It won’t even 
require Human involvement. And a part of this network 
contains Low-Power and constrained devices, like small 
miniaturized computers, with 8 bit to 16 bit processors. 
Merging this type of Network (Internet of things) with the 
Network which we are already familiar with will bring some 
challenges. Challenge is a mother to innovations and 
inventions- Border Router became the new binding force. 
 

 To make work IoT networks transmissions efficiently, 
implementing a Border Router (BR) is essential. BR is a 
gateway or bridge or mediator of these two mostly 
different entities, wireless 802.15.4 nodes are on one side 
of it, internet is on another side. One such BR is a 
6LoWPANBorder router (6LBR). 

 6LBR can be used as a Router or a Bridge. In Router 
mode it separates the IPv6 layer and 6LoWPAN 
adaptation layer networks into two different Subnets. 

 In Bridge mode for 6LBR both IPv6 layer and 6LoWPAN 
adaptation layer as a common Subnet. 

 6LBR can be operated as A. Smart Bridge, B. Router 
C. Transparent Bridge. 

 

A. Smart Bridge 

In the Smart Bridge mode 6LBR allows the interconnection 
between IPv6 based networks with the RPL based 802.15.4 
Network. Smart Bridge 6LBR works as a neighbour Discovery 
Protocol proxy on the internet side and uses above NDP 
parameters to configure the 802.15.4 Mesh. The 6LBR 
provides an adaptation mechanism, here NDP configuration 
options are converted into RPL options. The Neighbour 
Discovery of IPv6 is a bit different from the Neighbour 
Discovery of 6LoWPAN. Neighbour Discovery (ND) proxy 
was developed to adapt 6LoWPAN-Neighbor Discovery with 
NDP of IPv6. To Bridge the RPL network with the NDP 
network, information is collected through RPL control 
messages(DIS, DIO, DAO, DAO-ACK) ,this is for ND proxy 
functionalities, and the parameters received through NDP 
configures the RPL network. 

 
B. Router 

In this mode 6LBR behave like a Normal Router. It binds two 
different Networks together. The 802.15.4 Network is 
Managed by RPL protocol and the Ethernet side is managed 
by NDP. These two Networks are logically separated. Each 
network has a different prefix, for suppose aa00:: for the 
internet side and bb00:: for the Wireless Personal Area 

Network (WPAN) side. Nodes are configured to route the 
traffic meant for WPAN through 6LBR and vice versa. 

 
C. Transparent Bridge 

In this mode of operation 6LBR provides required inter 
changing capabilities. This accepts many WPANs to be 
combined into a one RPL DODAG network. Packets 
addressed to 802.15.4 wireless interface or arriving packets on 
the Ethernet interface is transmitted to the Wireless Sensor 
Network segment. In the similar manner, all arriving packets 
addressed an Ethernet interface or arriving packets on the 
802.15.4 wireless network are transmitted to the Ethernet 
interface.[3] 

 
2.PROPOSED ALGORITHM AND IMPLEMENTATION 

OF 6LBR 

 

For the designing of 6LBR we use Contiki OS 2.7. This 
provide introduction of Border router in Contiki OS. Border 
router is connected to internet when the other sensor nodes are 
reporting the data via the border router (Ref Fig 1). 
Implementation of this router is giving by all IOT operating 
systems. The RPL border router is used in order to interface a 
regular IP network with an RPL 6LoWPAN network. This is 
similar to the bridge that was previously used, except that it 
also runs an RPL network. The border router is located in the 
contiki- 2.6/examples/ipv6/rpl-border-router folder. We have 
used sky motes for functioning of the nodes. After running the 
simulation we can see network as shown in Fig .4 We can 
access these nodes IP address in browser and see the sensor 
out as in Fig. 5 [4],[5]. 
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Figure. 2.Installation of Border Router in Cooja Simulator 

 

 
Figure.3. Light and Temperature sensor reading through 

proposed system 

 

3. CONCLUSION 

 
In this paper we have studied the theory of 6LOWPAN Border 
Router concept and implementation techniques. Mesh under 
and route over routing schemes in 6LoWPAN are studied 
thoroughly. Different deployment modes of 6LBR like Smart 
Bridge Mode Router Mode Transparent Bridge Mode are 
studied. We have developed a network with sky mote node 
and 6LBR and checked the functionality of the system. We 
developed a simulation that extends the current routing 
functionality found in the Contiki operating system and 
implemented it in a working model that can be directly 
attached to an Ethernet segment. Our border router might be 
used to easily build meshed WPANs that can incorporate a 
large number of smart objects within a geographic area and 
make them universally reachable.[6] 
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